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Abstract

Bitcoin is a peer-to-peer payment system proposed by Nakamoto in 2008. Properties of the bitcoin
backbone protocol have been investigated in some depth: the blockchain growth property quantifies the
number of blocks added to the blockchain during any time intervals; the blockchain quality property
ensures the honest miners always contribute at least a certain fraction of the blockchain; the common
prefix property ensures if a block is deep enough, it will eventually be adopted by all honest miners with
high probability. Following the spirit of decoupling various functionalities of the blockchain, Bagaria,
Kannan, Tse, Fanti, and Viswanath (2018) proposed the Prism protocol to dramatically improve the
transaction rate while maintaining the same level of security. Most prior analyses of the bitcoin and the
Prism backbone protocols provide performance guarantees up until a finite number of rounds (equivalent
to finite lifespan) and that all miners have identical information by the end of each round (referred to
as the synchronous model). This paper presents a streamlined and strengthened analysis without the
finite lifespan assumption. Also, both the synchronous model and a more general model with arbitrary
but bounded block propagation delays are studied. The results include a blockchain growth property, a
blockchain quality property, and a common prefix property of the bitcoin backbone protocol, as well
as the liveness and persistence of the Prism backbone protocol. An explicit probabilistic guarantee is
provided for every transaction found in an honest blockchain to become permanent in the final ledger. The
properties of the bitcoin and the Prism backbone protocols are given as explicit expressions rather than

order optimal results, which lead to improved references for public transaction ledger protocol design.

I. INTRODUCTION
A. The bitcoin backbone protocol

Bitcoin is an electronic payment system introduced by Nakamoto [1]] in 2008. The system is built on

a distributed ledge technology commonly referred to as blockchain. Miners are distributed parties who



generate blocks and maintain their own version of the blockchain. A blockchain is a finite sequence of
blocks adopted by some miner at some point in time. It begins with a genesis block, and every subsequent
block contains a cryptographic hashing of the previous block. In order to generate a valid new block, a
miner need to find a nonce whose hash values satisfies a difficulty requirement. The process of finding
such a nonce is called mining. An honest miner follows the honest chain rule, i.e., it always adopts the
longest blockchain it heard about and mines on top of the longest blockchain. Since all miners work
simultaneously, it is possible that two or more different blocks are mined and announced at around the
same time. Then different honest miners may extend different blockchains depending on which longest
one they hear first. This phenomenon is called forking. Forking of a blockchain challenges network
consensus and presents opportunities for double spending attack, namely, a transaction included in the
longest fork is not included in a different fork that overtakes the first fork to become the longest one.

Nakamoto [1]] characterized the race between the honest miners and an adversary with less than half
of the total mining power as a random walk with a drift. Nakamoto showed that the probability the
adversary blockchain overtakes the honest miner’s consensus blockchain vanishes exponentially over time.
Nakamoto argued that the bitcoin protocol is safe under double spending attack as long as one considers
a transaction confirmed only after enough new blocks are mined to extend the honest blockchain. An
in-depth analysis of the bitcoin protocol was given in [2]]. Several important properties of the bitcoin
backbone protocol have been proposed in [1]], [3[]-[/6]. Garay, Kiayias, and Leonardos [3]] gave a formal
description and analysis of the bitcoin backbone protocol assuming a fully synchronous network, namely,
mining takes place in rounds and at the end of each round, all miners see all published blocks. Under
this model, [3]] introduced a common prefix property and a blockchain quality property. The common
prefix property states if a block is k& blocks deep in an honest miner’s blockchain, then the probability
that the block is not included by all other honest miners’ blockchain decreases exponentially with k. The
blockchain quality property states the honest miners always contribute at least a certain percentage of
the blockchain regardless of the strategy of adversarial parties. Then, [4] introduced a blockchain growth
property, which quantifies the number of blocks added to the blockchain during any time intervals.

Moreover, Nakamoto’s analysis was improved in [5]] to address selfish mining. In this case, selfish
miners can introduce disagreement between honest miners and split their hashing power. Selfish miners
thus enhance their relative hashing power to win disproportionate rewards. This strategy, however, is not
designed for double spending purposes.

The bitcoin backbone protocol gives birth to numerous “robust public transaction ledger” protocols [/7]]—
[9]. The preceding properties guarantee two fundamental properties of a robust public transaction ledger:

liveness and persistence. Due to the blockchain growth property and the blockchain quality property,



blocks originating from honest miners will eventually end up at a level of more than k blocks of an
honest miner’s blockchain. Due to the common prefix property, an honest miner’s k-deep block remains
permanent.

The bitcoin backbone protocol can also be leveraged to solve other problems. For example, the bitcoin
backbone protocol ensures some basic properties for some randomized Byzantine agreement protocols

[[LO]—[/14].

B. The Prism protocol

The throughput of bitcoin is limited by design to ensure security [15]. As mining rate increases, blocks
are more likely to be mined and announced simultaneously, i.e., forking is more likely to occur. Due
to the longest blockchain rule, only the blocks on the longest blockchain will eventually be adopted
by honest miners, and other honest blocks are wasted. Then the adversarial miners compete with fewer
honest miners. To avoid forking, the average time interval between new blocks is set to be much longer
than the latency for propagating a block to most miners in the network [16].

Many ideas have been proposed to improve the blockchain throughput while maintaining its security.
One way is to deal with high-forking blockchains by optimizing the forking rule. For example, GHOST
chooses the main blockchain according to the heaviest tree rule instead of the longest blockchain rule
[16]. Inclusive, Spectre, and Phantom construct a directed acyclic graph (DAG) structured blockchain
by introducing reference links between blocks in addition to the parent links [[17]-[19]. However, these
protocols are vulnerable to certain attacks [20]-[22]. Generally speaking it is very challenging to make
high-forking protocols secure.

Another line of work is to decouple the various functionalities of the blockchain. For example,
BitcoinNG divides the bitcoin blockchain’s operations into leader selection and transaction serialization
[7]. In BitcoinNG, time is divided into epochs. During each epoch, a leader is chosen to order the
transaction blocks of that epoch. However, this protocol is vulnerable to bribery or targeted attacks to
leaders. In Fruitchain, transactions (fruits) are also decoupled from proposer blocks. However, fruitchain
focuses on enhancing fairness instead of improving throughput [23]].

Following the spirit of decoupling blocks’ functionalities, Bagaria, Kannan, Tse, Fanti, and Viswanath
[9] proposed the Prism protocol, which is a structured-DAG blockchain with one proposer blockchain and
many voter blockchains. The voter blocks elect a leader block at each level of the proposer blockchain
by voting. The sequence of leader blocks concludes the contents of all voter blocks, and finalizes the
ledger. Each voter blockchain mines independently at a low mining rate. A voter blockchain follows the

bitcoin protocol to provide security to leader election process.



With this design, the throughput (containing the content of all voter blocks) is decoupled from the
mining rate of each voter blockchain. Slow mining rate guarantees the security of each voter blockchain
as well as the proposer blockchain. Prism achieves security against up to 50% adversarial hashing power,
optimal throughput up to the capacity of the network, and fast confirmation latency for honest transactions.

A thorough description and analysis is shown in [9].

C. Our results

Previous analysis on the backbone of bitcoin and Prism assumes a blockchain’s lifespan is finite, i.e.,
there exists a maximum round when the blockchain ends. For example, in [3]], [6] and [9], the good
properties of blockchain hold only under typical events, i.e., the number of honest and adversarial blocks
mined must not deviate too much from their expected value over all long enough time intervals. The
probability of typical events was shown to depend on the blockchain’s maximum round parameter. Indeed,
the probability of the blockchain growth property, the blockchain quality property, and the common prefix
property are all expressed implicitly in terms of the blockchain’s maximum round.

In this paper, we drop the finite horizon assumption and prove strong properties of the bitcoin backbone
protocol. We define the typical events with respect to each interval: instead of requiring the number of
honest and adversarial blocks to be typical over all long enough time intervals, we only require them to be
typical over all time intervals that contain a certain interval that includes the transaction of interest. Since
the probability that the number of honest and adversarial blocks are “atypical” decreases exponentially
with interval length, the sum of the probabilities over all those intervals remains vanishingly small.
Thus we provide performance guarantees that are truly permanent whether or not the blockchain have a
finite lifespan. Moreover, without the finite horizon assumption, we express the properties of the bitcoin
backbone protocol in explicit expressions in lieu of order optimality results in some previous analysis.
The explicit expressions provide tighter bounds and more practical references to public transaction ledger
protocol design.

In [9], liveness and consistency properties of the Prism protocol were proved assuming a finite life span
of the blockchains [9]. In this paper, we also prove the liveness and consistency of the Prism protocol
without the finite horizon assumption.

Anothe crucial assumption in [3]], [6]], [9] is that all blocks broadcast during a protocol round reach all
miners by the end of that round, i.e., all miners have complete up-to-date information by the end of each
round. This is referred to as the synchronous model. In this paper, we generalize the analysis to a much
more challenging model in which a block may reach different miners after arbitrary different delays, so

that even the honest miners are never guaranteed to have identical view of the system. It is only assumed



that the propagation time is bounded by 7" rounds, which is realistic in practice. A key idea in this paper
is to exploit honest miners’ common information about those rounds in which a single honest block is
mined and that no other honest blocks are mined within 7" — 1 rounds before and after. Essentially all the

properties developed for the synchronous model find their counterparts for this bounded-delay model.

II. MODEL AND DEFINITIONS

We assume the total number of miners is n, among which ¢ miners are adversarial and the remaining
miners are honest. Assume all miners have equal hash powers (if not, we assume they can be split into

equal-power pieces). Let

()

aF
denote the percentage of adversarial miners. We assume adversarial miners collectively have less than %
of the total mining power in the blockchain network, so 3 € [0, %)

We adopt a discrete model where activities take place in rounds. If a miner publishes one or more
blocks in a round, all miners receive the block(s) at exactly the end of the round (a miner can only
react to round r blocks in round r + 1). Evidently, by the end of each round, all honest miners are fully
synchronized. If a block is mined by an honest miner, we call it an honest block; otherwise the block
is called an adversarial block. We assume that during round 0, a single honest block, called the genesis
block, is mined and broadcast to all miners. For r € {1,2,...}, let H[r] denote the number of all honest
blocks mined during round r. The mining difficulty and miner’ mining powers are adjusted to be constant
in all rounds » > 1.

Without loss of generality, the mining power of all miners are and the mining difficulty are assumed to

remain constant, such that the probability that an honest miner mines a new block in every round r > 1
is equal to p € (0, 1)[] Note that H|[r| ~ Binomial(n — t,p). Define
1, ifH[r]>1

X[r] = 2)
0, otherwise.

X|r] indicates if one or more honest blocks are mined during round r or not. Let

g=1-(1-p)" " 3)

'This probability is held constant by adjusting the mining difficulty in case the mining power fluctuate over rounds.



Then X|[r| ~ Bernoulli(q). Define

1, ifH[] =1
Yir] = )

0, otherwise.

Basically Y'[r] indicates if a single honest block is mined in round 7 or not. Then Y [r] ~ Bernoulli((n—
t)p(1 — p)"~t=1). A round r is called a uniquely successful round if Y'[r] = 1. Let Z[r] upper bound
the number of adversarial blocks mined during round r (the adversarial miners may or may not publish
them). Then Z[r] ~ Binomial(t,p).

It is important to note that H[1]|, H[2],... are independently and identically distributed (i.i.d.), which

form a stationary process. The same can be said of the X, Y, and Z sequences. Define

1-28
= . 5
=15 5)
Then ¢ € (0, 1].
For all integers s and r satisfying 1 < s < r, let

r—1
H[s,r] = HIil, (6)

i=s
which represents the total number of honest blocks mined during rounds s,...,r — 1. To be consistent

with this notation, we mean all rounds up to and including » — 1 when we say “by round r”. Likewise,

we define
r—1
X[s,r] = X[ (7)
-
Yis,r] =Y YIi] (8)
-
Zls,r] = Z[i]. )

Definition 1. By a blockchain we mean a finite sequence of blocks adopted by some miner at some point
in time which begins with a genesis block and that every subsequent block contains a cryptographic
hashing of the previous block. It is assumed that no block can be mined in an earlier round than its

immediate predecessor.

A blockchain’s prefix is also a blockchain. A blockchain must have the following properties: 1) Its
blocks must be mined in order; 2) it is immutable in the sense that it is computationally impossible for

any miner to mine a different blockchain that has the same genesis block and the same final block.

Definition 2. If a blockchain is adopted by an honest miner by some round, it is said to be honest.



III. THE BITCOIN BACKBONE PROTOCOL

In Section [lII| and [[V], it is assumed that, the mining difficulty is adjusted such that

§
<2, 10
1< (10)
We will make heavy use of Bernoulli’s inequality:
Proposition 3. (Bernoulli’s inequality) For every integer k > 0 and real number x > —1,
(1+x)* > 1+ k. (11)
Proposition 4. For r =1,2,...,
g<pn—t)<—1—. (12)
< 1—¢
Proof. As X|r] ~ Bernoulli(q), we have
ElX[r]]=q (13)
=1-(-p"" (14)
<p(n—1t), 15)
where is due to Bernoulli’s inequality. Moreover,
1—(1—p)rt
¢ _1-(-p) (16)
l—q¢  (1-p)*
=(1-p) -1 (17)
>(1+p)"t-1 (18)
> p(n —1), (19)

where (18] is due to (1 + p)(1 — p) < 1 and (I9) is due to Bernoulli’s inequality. By (15)) and (19),

qSMn—ﬂ<I%z. (20)

O]

Proposition 5. Forr=1,2,...,

E[Y[r]] > q(1 - q). 21)



Proof. According to Proposition 4} ¢ < % implies ¢ < p(n —t) < % Hence,
EY ] = p(n — £)(1 — p)n—t?
> pn—t)(1—pn—t—1))
>p(n—1t)(1—p(n—1))

> q(1—q),

(22)
(23)
(24)

(25)

where (23) is due to Bernoulli’s inequality, and (23) holds because the function x(1 — z) is increasing

1]'

on [0, 5

Proposition 6. For r =1,2,...,
E[Z[r]] < E[X[r]].

Proof. Since Z[r] ~ Binomial(t,p),

E[Z[r]] = pt
= ﬁp(n —t)
tq

n—tl—gq

:(_Olif
1-¢

< @q

< E[X][r]],

where is due to Proposition {4f and is due to ¢ < %.

Definition 7. For all integers 1 < s < r, define event

E[s,r] := Ey[s,r] N Ea[s,r] N E3[s, 7]

where
Eq[s,r] = {(1 - %)E[X[s,r]] < X[s,r] < (1+ E)E[X[S,TH}
&bw}:{u—gmpﬁmH<Yhﬂ}

O]

(26)

27
(28)
(29)
(30)

(€29)

(32)

(33)

(34)

(35)

(36)



Under event E[s,r|, the number of rounds with honest block mined, X|s, ], does not deviate from

its expected value by more than a fraction of %. Under event Es[s,r|, the number of uniquely successful

rounds Y'[s, | is no less than 1 — % of its expected value. Under event E3[s, r|, the upper bound for the

number of adversarial blocks is no more than its expected value plus % of the expectation of X]s,7].

Intuitively, under E[s,r], we have 1) a “typical” number of rounds during which at least one honest

block is mined, 2)“enough” uniquely successful rounds, and 3) the total number of adversarial blocks is

limited.

Proposition 8. (Chernoff bound, [24} page 69]) Let X ~ binomial(n,p). Then for every n € (0,1],

7]2p1L

P(X <(1—n)pn)<e =2,

and
P(X>(1+npn)<e 5
Define
52
n= @q

where 1 is given in (39).
Proof. We first analyze events E7, E5, and E3 separately. We have

P(E[s,1]%) = P <|X[s, v — B[X[s, ]]| > gE[X[s, r]])

(37

(38)

(39)

(40)

(41)

=P (X[s,r] > E[X[s,7]] + gE[X[s,r]D +P <X[s,r] < E[X[s,r]] — gE[X[s,r]D

2
< 26*15@'1(7“*5)7

where (43) is due to Proposition [§]

(42)

(43)



Also,

where (43) is due to Proposition 8} (46) is due to Proposition [5, and is due to ¢ < %.

(44)
(45)
(46)

47)

Note that the moment generating function for binomial random variable Z[r| ~ Binomial(t,p) is

(1 —p+ pe*)" (page 39 in [25]). We have

P(ES[s.7]) = P (Z[s,r] > B[Z]s,7]] + EE[X[S,T]D

§ §

12 12

<P (Z[s,r] >E[Z[s,r]]| + =E[Z[s,r]] + =E

E [eZ[s,r]u]
1+5)E[Z[s,r]Jut SE[X[s,r]Ju

(1—p+pe)r=)
1455) (r—s)tpu+ 5 (r—s)qu

6(

el

< e(e“—1—u(1+%))tp(r—s)—%qu(r—s)

)

(48)

(49)

(50)

61y

(52)

where {@9) is due to Proposition [6 (30) holds for all u > 0 due to Chernoff’s inequality, and (52) is due

to 1+ 2 < e” for every > 0 (here = = p(e* — 1)). Pick u = log(1 + 1%) Then

P(ES[s, 7]) < e(i5 = (1) log(1435)) tp(r—s) =35 log(1+ 5)a(r—)

< o1 log(l1+55)a(r—s)

2
< 6_1%0‘1(7"_3)

(53)
(54)

(35)

where (34) is due to (1 + z)log(1 + z) > x for all z > 0, and (33) is due to log(1 + %) > 1% for all

0<¢<L
Thus,

P(E[s,r]) =1— P(E[s,])

> 1— P(ES[s,r]) — P(ES[s,r]) — P(ES[s,r))

1= deml9)

2

where 7 is defined in (39), (38) is due to %(1 - %) > % and % > %0.

(56)
(7

(58)



Lemma 10. (Typical properties lemma) For all integers 1 < s < r, under event E|s,r], the following

holds.
(1= $)atr —5) < X[s,r] < (1+ S)alr —5)
Vs, > (1= S)atr )
zmﬂ<(y—§m@—@
Zls.1]) < (1= 5)X[s.1]

Zls,r] <Yls,r].

Proof. Under E|s,r], (39) follows directly from (34).
To prove (60),

Vs > (1= a1 = g)(r )
> (1= Sl — o
> (1= $)alr ),

where (64) is due to Proposition |5 and (63)) is due to ¢
To prove (61), we have

IA
ok

Zhﬂ<EWhﬂ+%ﬂX&ﬂ

<1-9pT (=) + falr =9
<=2y —s)

where (67) is due to (36), (€8) is due to (30), and (69) is due to ¢ < §.

To prove (62), we have

Z[s,r] < (1— Z—g)q(r —s)
_ %
< 2 X (s, 7]
6
< (1= 5)XTs,r),

where (70) is due to (69) and (71)) is due to (59).
The inequality (63) is straightforward by (61)) and (60).

(59

(60)

(61)

(62)

(63)

(64)
(65)

(66)

(67)
(68)

(69)

(70)

(71)

(72)



Definition 11. (Typical event) For all integers 1 < s < r, define the typical event with respect to [s, 7]

as
G[S, 7’] = ﬂ0§a<s’b20E[S —a,r+ b] (73)

The event G[s,r] occurs when the events E[s — a,r + b] simultaneously occurs for all a, b, i.e., the
“E” events occur over all intervals that contain [s,7]. The event G represents a collection of outcomes
that constrain the number of blocks mined in all intervals that contain [s,r], including arbitrarily large
intervals that terminate in the arbitrarily far future. Intuitively, we have defined G[s,r] to allow the
“good” properties mentioned in Lemma to extend to all intervals containing [s, ] under the event.
It is important to note that the typical events defined in [3]], [9] requires the interval to be bounded by
b < rmax Where rp.x denotes a finite execution horizon. In contrast, the typical event is defined in this

paper to allow for results for infinite horizon.
Lemma 12. For all integers 1 < s <,
P(G[s,r]) > 1 — 5y 2e10=9), (74)

Proof. Due to the stationarity of X, Y and Z processes, P(E[s,r|) = P(E[l,r — s + 1]) for all s,r.

Evidently the probability only depends on the length of the interval r — s.

P(G[s,r]) = P(Uo<a<sp>0E[s — a,r + b)) (75)
= P(U0§a<s’b20Ec[1, r—s—+a-+ b + 1]) (76)
< > PEr-s+a+b+1)) (77)
0<a<s,b>0
=> > P(E°[l,r — s+ k+1]) (78)
k=0 0<a<s,b>0:a+b=k
<> (k+1D)P(E,r —s+k+1)) (79)
k=0
<) (ki + 1)de R (80)
k=0
=4e71) N (k4 1)e (81)
k=0
4
_ —n(r—s) 82
(1—e 2" (82)
According to (T0) and 39), n < % - 1&5 = o5 The lemma is thus established using the fact that

1—6_1’2\/§xf0r3110§m§ﬁ180. O
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Fig. 1. Nlustration for Lemma [[3]

Lemma 13. All honest blockchains must have identical length by every round.

Proof. This is a simple consequence of the fact that all honest miners have seen the same blocks and

every honest miner adopts the longest blockchain at the end of every round. 0

Lemma 14. (Lemma 6 in [3]) Suppose some blockchain’s kth block B is mined by an honest miner in

a uniquely successful round. Then the kth block of every blockchain is either B or an adversarial block.

Proof. Suppose the kth block of another blockchain is an honest block B’ # B. Let r and ' denote the
rounds in which B and B’ are mined, respectively. Then we must have r # ' by assumption that B
is mined in a uniquely successful round. Since both B and B’ are mined and adopted as the kth block
by some honest miners, all other honest miners must have adopted a blockchain of length at least k by
round r* = min{r+1,7'4+1}. Hence, all honest blocks mined after round r* will extend a blockchain
longer than k. This contradicts the assumption that B and B’ are both at position k& of some miner’s

blockchain. Hence the proof of Lemma [I4] ]

Lemma 15. (Lemma 7 in [3|]]) Let 1 < s < r be integers. Suppose an honest blockchain is of length |

by round s. Then by round r, the length of every honest blockchain is at least | + X s, r].

Proof. By induction: Consider » = s + 1. All honest miners’ blockchains are of identical length [ by

round s according to Lemma If X[s] =0, then X[s,s+ 1] = 0. If X[s] = 1, at least one honest



kth deep block

k
m = —rounds
2q

Current round

Fig. 2. Tlustration for Lemma [I6]

block is broadcast to all miners during round s. Then by round s + 1, each honest miner will adopt a
blockchain of at least [ + 1 blocks. Thus Lemma is established for the cases of r = s + 1.

Assume by round 71, each honest miner’s blockchain length is at least [ + X[s,r1]. If X[ri] = 0, the
claim holds trivially for round 7 + 1. If X[r1] = 1, at least one honest miner will have a blockchain of
length no shorter than [ + X[s,r;] + 1 by round r;. Then according to Lemma each honest miner
will adopt a blockchain of length at least [ + X[s,r + 1] by round 71 + 1. By induction on r1, Lemma
holds. O

Lemma 16. (Blockchain growth lemma) For all integers 1 < s < r and k > 2q(r — s), under typical

event G[s,r], every honest miner’s k-deep block by round r must be mined before round s.

Proof. The blockchain growth of an honest miner during rounds {s,...,r — 1} is upper bounded by

X|[s,r] + Z[s,r]. Note that

X[s,r]+ Z[s,r] <(1+ %)q(r -s5)+ (1 - 2—§)q(r —3) (83)

<2q(r — s) (84)

<k, (85)

where (83) is due to (39) and (6I)). Thus, the k-deep block must be mined before round s. O

Theorem 17. (Blockchain growth theorem) Let 1, s, s1 be integers satisfying 1 < s1 < s < r. Then under
typical event G[s,r), the length of every honest blockchain must increase by at least (1 — %)q(r —81)

during rounds {si1,...,r}.
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Fig. 3. Illustration for blockchain growth theorem.

Proof. Under G[s, r],

Xlst,1] > (1= H)E[X[s1, 1] 86)
= (1~ %)q(r —51) 87)

where is due to (39). According to Lemma [I5] the blockchain growth for any honest miner is at
least X|[sy,r] during [sq,r]. O

Let len(C') denote the length of a blockchain C'.

Theorem 18. (Blockchain quality theorem) Let r, s, k be integers satisfying 1 < s < r and k > 2q(r—s).
Suppose an honest miner’s blockchain has more than k blocks by round r. Under event G|s,r|, by round

r, at least g fraction of the last k blocks of this miner’s blockchain are honest.

Proof. The intuition is that under typical event G[s, ], an honest miner’s blockchain grow by at least
X[s,r] according to Lemma Meanwhile, the number of adversarial blocks mined is upper bounded
by (62). Thus, at least g fraction of blocks must be honest even in the worst case that all adversarial
blocks are included in the blockchain.

To be precise, assume an honest miner adopts blockchain C' by round r. Denote B; as the ith block of
blockchain C' (C'= BoB; ... Bjep(cy—1, Where By is the genesis block). By assumption, len(C') > k. Let
u = len(C) —k. Then the last k blocks of C are By, ... Bjep(c)—1- Let By be the last honest block before

B,. That is to say, v’ = max{u'|u' < wu—1, B, is honest} (v’ is always well defined as By is regarded



Round r*
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Fig. 4. Illustration to prove blockchain quality theorem.

as honest). Let r* be the round when B, is mined. By Lemma r* <s. Let L =len(C)—u —1.
Note that L > k. These definitions are illustrated in Figure E[

Let z be the number of honest blocks in By, ... Bjep(c)—1- To prove the theorem, it suffices to show z >
%k. Since all blocks in By/41 ... By—1 are adversarial, the number of honest blocks in By 41 ... Biep(c)—1
is also x. Thus, the number of adversarial blocks in By 11 ... Bien(cy—1 is L — . Under GIs, r], which

implies that E[r* + 1,r| also occurs, we have

L—x<Zr*+1,r] (88)
< (1= X[ +1.1] (89)
<a-S 90)
§
<L- 57% oD
where (89) is due to (62), (©0) is due to Lemma (15| and (1) is due to L > k. From @I), = > 5k is
derived. ]

Let C'* denote the k-deep prefix of blockchain C. If len(C) < k, let C & be the genesis block.



Definition 19. Let G be an event and r be a positive integer. A block or a sequence (of blocks) is said
to be permanent after round r under G if, under event G, the block or sequence remains in all honest

blockchains starting from round r.

Definition 20. Let r be a positive integer. A block or a sequence (of blocks) is said to be e-permanent
after round r if, there exists an event G with P(G) > 1 — € such that the block or sequence is permanent

after round r under G.

Lemma 21. If a bock or a sequence is e-permanent after round r, then it is also e-permanent after round

s for every s > 1.

Theorem 22. (Common prefix theorem) Let 1, s,k be integers satisfying 1 < s < r and k > 2q(r — s).
If by round r an honest blockchain has a k-deep prefix, then the prefix is permanent after round r under

Gl[s,r] .

Proof. The intuition is based on Lemma Once a block is mined in a uniquely successful round, a
different block on any other blockchain at the same position must be adversarial. If some adversarial
miners wish to fork the blockchain, they must generate at least one adversarial block during every uniquely
successful round after the common prefix. This can not be true because according to (63), the number
of uniquely successful rounds must be greater than the number of adversarial blocks under the typical
event.

To be precise, we prove the desired result by contradiction. Suppose blockchain C; whose length is
great than k is adopted by an honest miner P; by round r. Contrary to the claim, assume 3 > r is the
smallest round by which an honest miner P adopts a blockchain C such that C’lHC £ Cy. Let CY be the
blockchain P, adopted by round 2 — 1. Note that C[k =< Y.

Assume the last honest block on the common prefix of C? and C is mined during round *. If r* > 0,
this common block of C% and Cy must be more than &k deep in Cy by round r. According to Lemma

we have r* < s, so that
[s,r] C[r* +1,rp —1]. (92)

On the other hand, if 7* = 0, the last common block is the genesis block. Since s > 1, (92)) also holds.
An illustration of these chains and parameters is given in Figure [5]

By assumption G[s,r], Es[s,r| also occurs, so that Y[s,r] > 0 according to (33). Hence, there must
be at least one uniquely successful round v € {r* +1,...,ry — 2}. According to Lemma all honest

miners have the same chain length. Let [/,, denote one plus the length of the honest miners’ blockchains
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Fig. 5. Tllustration to prove common prefix theorem.

by round u. Suppose honest miner P mines B,, during round u. According to Lemma [T4] the [,th block
of every blockchain is either B,, or an adversarial block. Because Cy and C) are adopted by an honest
miner after round r9 —2, they must be no shorter than max{l,, : u is a uniquely successful round in {r*+
1,...,rg —2}}.

For every uniquely successful round w in {r* + 1,...,r9 — 2}, if the [,th blocks of C and C/, are
different, then at least one of them must be adversarial according to Lemma [I4 On the other hand,
if the [,th block of Cy and C) are identical, the block must be in their common prefix, which must
be adversarial by definition of r*. Thus, at least one adversarial block is mined during each uniquely
successful round, so that Z[r* + 1,79 — 1] > Y[r* + 1,9 — 1]. However, since [s,r] C [r* + 1,79 — 1],
E[r* 4+ 1,ry — 1] occurs under G[s, 7], so that Z[r* + 1,7y — 1] < Y[r* + 1,75 — 1] according to (63).

Contradiction arises. Hence the proof of the theorem. O

IV. THE PRISM BACKBONE PROTOCOL

The Prism protocol is invented and fully described in [9]. Here we describe the Prism backbone with
just enough details to facilitate its analysis. We assume m + 1 genesis blocks are generated for the same

number of blockchains during round 0 by honest miners. Blockchain O is referred to as the proposer



blockchain. The remaining blockchains are voter blockchains. A block is mined before knowing which
blockchain it will be part of. Sortition relies on the range the nonce’s hash lands in: If a miner find a
nonce whose hash is within [jo, jo + «) for j = 0,1,...,m, the mined block belongs to blockchain
1. Mining difficulty can be adjusted by changing parameter «. This sortition scheme ensures the mining
power of both honest and adversarial miners are evenly distributed across different voting blockchains
and the proposer blockchain.

To certify its level, a new honest voter block for blockchain j (7 = 1,2,...,m) points to blockchain
7’s maximum-level block by a parent link (ties are broken by predefined rules). To certify its level, an
honest new proposer block includes the hash of a maximum-level block in the proposer blockchain and
point to it by a reference link. In addition, an honest new proposer includes one reference link to every
existing block in both proposer and voter blockchains that has not been pointed to by other reference
links.

Following the bitcoin protocol, an honest miner decides each main voter blockchain by the longest
blockchain rule. The miner determines the its main blockchain by votes from the main voter blockchains.
Let B be an honest block on a voter blockchain j. By B’s ancestors we mean all blocks on B’s path to
the blockchain genesis block following parent links. By saying B votes for a level [, we mean B chooses
one proposer block among all proposer blocks at level ! according to a predefined rule, and points to its
choice with a reference link. An honest voter block votes for all levels which have not been voted by its
ancestors.

A voter blockchain is allowed to vote only once for each level (more votes from the same voter
blockchain are discarded). That is to say, proposer blocks on the same level receive m votes in total.
At each level, the proposer block with most votes is elected as a leader block, with ties broken by a
predefined rule. The sequence of leader blocks over all levels is called the leader sequence.

A miner generates its final ledger based on its leader sequence. Given a leader sequence BygB; ... B,
each leader block B; defines an epoch. Added to the ledger are the blocks which are pointed to by B;,
as well as other blocks reachable from B; but have not been included in previous epochs. The list of
blocks are sorted topologically, with ties broken by their contents. Since the blocks referenced are mined
independently, there can be double spends or redundant transactions. An end user can create a valid
ledger by keeping only the first transaction among double spends or redundant transactions.

Forj=0,1,...,mandr =1,2,..., let H;[r] denote the total number of honest blocks mined during

round 7 for blockchain j. Following the definitions in Section forj=0,1,...,mand r =1,2,...,



we also define
1, if H; [r] >1

0, otherwise,

1, ifH;rl=1

0, otherwise,

and let Z;[r] be the total number adversarial blocks mined for blockchain j during round 7.

Definition 23. For all integers 1 < s < r and 0 < j < m, define event

Ej [S, r] = El,j [S, r] N EQJ' [8, T‘] N Eg’j [S, T‘]

where
Brfinr] = {1 = BN sl < Xovr] < (4 S 1)}
Bagfonr] = { (1= DBl < vlsurl}

E37]’ [S, 7"] = {Zj [S,T] < E[Zj [8, ’I“H + gE[X] [8,7“]]} .

20

(93)

(94)

(95)

(96)

o7)

(98)

We note that for integers 0 < j < m and r > 1, Hj[r], X;[r],Y;[r], and Z;[r] here are identically

distributed as H{[r], X[r],Y[r], and Z[r| defined in Section [IIll Also, for 1 < s < r, Ej[s,r] is defined
in the same manner as E[s,r|. Thus, the proposer blockchain and all voter blockchains satisfy similar

properties as in Lemma

Lemma 24. (Typical properties lemma for proposer and voter blockchain) For all integers 1 < s < r

and 0 < j < 'm, under event Ej[s,r], the following holds:

(1- B)Q(T —s5) < Xj[s,r] < (1+ E)Q(T —s) (99)
Yils,r] > (1= S)alr = 5) (100)

Zilsr] < (1= 2 )alr = 5) (101)

Zj[s,r] < (1— g)Xj (s, 7] (102)

Z;[s,7] < Y;[s,7]. (103)



21

Proof. For j =0,1,...,m, the lemma admits essentially the same proof as that for Lemma 0

Definition 25. For all integers 1 < s < r and 0 < j < m, define blockchain j’s typical event with

respect to [s,r] as
Gjls, 7] == No<a<sp>0E;j[s — a,r +b]. (104)
Lemma 26. For all integers 1 < s<rand 0 <j<m,
P(Gj[s,r]) > 1 — 5y 2e710—) (105)
where 1) is defined in (39).

Proof. For j =0,1,...,m, the lemma admits essentially the same proof as that for Lemma [12] ]

Since the proposer blockchain and all voter blockchains grow in the same manner as how a bitcoin

blockchain grows, the blockchain growth lemma and blockchain growth theorem remain valid:

Lemma 27. Let 1 < s <rand 0 < j < m be integers. Suppose an honest voter blockchain j is of length

[ by round s. Then by round r, the length of every honest voter blockchain j is at least | + X;|s, r].

Proof. For j =0,1,...,m, the lemma admits essentially the same proof as that for Lemma [T5] ]

Lemma 28. (Blockchain growth lemma for voter and proposer blockchain) For all integers 1 < s <'r,
k > 2q(r —s) and 0 < j < m, under typical event Gj[s,r], every honest miner’s k-deep block of

blockchain j by round r must be mined before round s.
Proof. For j =0,1,...,m, the lemma admits essentially the same proof as that for Lemma O

Theorem 29. (Blockchain growth theorem for voter and proposer blockchain) Let r,s,s1 be integers
satisfying 1 < s; < s <. Let j be an integer satisfying 0 < j < m. Then under typical event G;ls,r],

the length of every honest miner’s blockchain j must grow by at least (1 — %)q(r — s1) during rounds

{81, v ,T‘}.
Proof. For j =0,1,...,m, the lemma admits essentially the same proof as that for Theorem O

Since the protocol for voter blockchains is identical to that of bitcoin, the blockchain quality theorem

and the common prefix theorem hold for all voter blockchains.
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Theorem 30. (Blockchain quality theorem for voter blockchain) Let 1, s, k, j be integers satisfying 1 <
s<r, k>2q(r—s)and 1 < j < m. Suppose an honest blockchain has more than k blocks by round

r. Under event Gj[s,r], at least % fraction of the last k blocks of this blockchain j are honest.
Proof. For j =0,1,...,m, the lemma admits essentially the same proof as that for Theorem [I§] O

Theorem 31. (Common prefix theorem for voter blockchain) Let r, s, k, j be integers satisfying 1 < s <r,
k> 2q(r—s)and 1 < j < m. If by round r an honest voter blockchain j has a k prefix, then the prefix

is permanent after round r under G[s, ).

Proof. For j =0,1,...,m, the lemma admits essentially the same proof as that for Theorem O

Since the leader sequence of the proposer blockchain is decided by votes instead of the longest
blockchain rule, the blockchain quality theorem and common prefix theorem do not immediately extend

to the leader sequence of the proposer blockchain.

Definition 32. We define R; as the round in which the first proposer block on level | is mined. We also
define

e = 6mn~2¢ M2, k=1,2,... (106)
where 1 is given by (39).

Definition 33. We let LedSeq;(r) denote the proposer blockchain’s leader sequence up to level | by round

T.

Lemma 34. Consider a given level l. Let k be a positive integer. If by some round v > max {%, R+ 1},

every voter blockchain contains at least one honest block mined after round R; which is at least k-deep,

then LedSeq,(r) is €,-permanent after round r.

Proof. Let
k
| 107
— )
which must be a positive integer because 2qr > k. Define
G = ﬁj:1,27,..’mGj [8, 7"}. (108)
For j = 1,...,m, let B; denote an honest block on an honest voter blockchain j which is mined

after round R; and is at least k-deep by round r. According to Theorem Bj and its ancestors are

permanent after round r under G;[s,r] . Hence, By, ..., By, and all their ancestors must be permanent
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after round 7 under G. Thus, all voter blockchains’ voting are permanent. Since By, ..., B, are honest,
they would have voted for all levels up to level [ of the proposer blockchain by the voting rule. Hence,

the leader block sequence up to level [ is permanent after round r under G. Note that

P(G) =1— P(Uj=1.,.,mG5[s,r]) (109)
>1-Y P(GS[s,r]) (110)

j=1
=1-—mP(G{[s,r]) (111)
> 1 — 5mn2e 10—, (112)

where (110) is due to the union bound, (111} is due to symmetry of all voter blockchains, (112)) is due
to Lemma 26| By (107), we have 2¢(r — s + 1) > k, so that (I12)) becomes

P(G) > 1 — 5mn~ 2 Tat (113)
> 1 — 6mn~2e (114)
e (115)

where (I14) is due to e" < g. Thus, the leader block sequence up to level [ is €;-permanent after round

. O

Lemma 35. If positive integers R, r, and k satisfy
S 2(k+1)

T (1§
then right before round R + r, with probability at least 1 — €, all honest voter blockchains have an

+1, (116)

honest block mined after round R which is at least k deep.

Proof. Let
2k
==, 117
{J a1
Let
k
=|—=1. 118
o szJ (1)
Then
2k
> = 119
= (119)
> 2 VJ (120)
"3

= 2¢s. (121)
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According to the Theorem under event G;[R, R+ r], an honest voter blockchain j’s growth during
{R,R+1,...,R+r—1} is at least

a—gmrz?HJ (122)

>/, (123)

where (122) is due to (I16) and (123) is due to (T17).
According to Theorem [30| and (121), under event G;[R+r — s1, R+ 7], at least % fraction of the last

£ blocks of this voter blockchain j are honest. Because gﬁ > k, the earliest of these honest blocks must

be at least k& deep.
By and (II8), it is easy to see that s; < r. Hence Gj[R+7r —s1, R+ 7] C Gj[R, R+ r]. Define

G = ﬂj:1,27m’mGj[R+T — Sl,R—I—T]. (124)

Under event GG, by round R + r, every honest voter blockchain has an honest block mined after round

R which is at least k& deep. The probability of the typical event can be lower bounded:

P(G) = P(Nj=12,.mGj[R+ 7 — 51, R+7]) (125)
=1- P(szl,gw,7mG§[R +7r—si,R+7]) (126)
>1-mP(G{[R+r—s1,R+7]) (127)
>1—b5mn 2e "% (128)
>1—6mn 2e ", (129)

where (127) is due to the union bound and symmetry of all voter blockchains and (128)) is due to Lemma
Moreover,

k
qs1 > ¢q ( — 1) (130)
€
k
=—_q (131)
§
Skt (132)
6
k
= 1
> 5’ (133)
where (130) is due to (II8). Therefore,
P(G) > 1 — 6mn~2e " (134)

=1—¢, (135)
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In summary, by round R + r, with probability at least 1 — €, all honest voter blockchains have an

honest block mined after round R which is at least k deep. O

Theorem 36. Fix ¢ € (0,1). Let R; be the round during which the first proposer block on level [ is

mined. For every integer

12mn—2
0 log =21 (136)

r> ¢ o
(1-3)én €

the leader sequence up to level | is e—permanent after round Ry + r.

Proof. Let
-2
k= [2(1 log 12””’} , (137)
n €
and
2(k + 1)
s=|—F+1]. (138)
{( —£)¢q w

Let € be as defined as in (106)).

According to Lemma and (138), by round R; + s, all honest voter blockchains have an honest
block which is mined after R; and is at least k£ deep with probability at least 1 — €. Under this event,
according to Lemma |34 (evidently, R; + s > %), the leader sequence up to level [ is e;-permanent after

round R; + s. Therefore, the leader sequence up to level [ is 2¢;-permanent after round R; + s. Note that

e = 6mn~2e M2 (139)
< 6mn~2e 108 e (140)
€
_ 141
5 (141)

the leader sequence up to level [ is e-permanent after round R; + s.
From (137), it is easy to verify that k£ > 10. As a consequence, we have
2(k+1
_ 20k +1)

— 42 (142)
(1-%)¢q
_¢
_ 2k+2+2§1 £)éq 143)
(1—-2%)a
51 _
2(k : D (144)
(1-3)q
) 12mn 2
< log (145)
(1-$)én €

<, (146)



26

Leader

[* th level
block
Leader
[ block

r+1

Leader
block

Leader
block

I —k + 1thlevel 7

| x honest

L leader blocks

Leader
block

[ th level i

Fig. 6. Illustration to prove blockchain quality theorem for proposer blockchain.

where (142) is due to (137), (144) is due to k > 10, (143) is due to (I37), and (146) is by (136).

Since r > s, the leader sequence up to level [ is e-permanent after round R; + r by Lemma U

Theorem 37. (Blockchain quality theorem for proposer blockchain) Let r,s, k be integers satisfying
1 <s<randk>2q(r—s). Suppose an honest proposer blockchain has more than k leader blocks by
round r. Under event Gyl[s,r], by round r, at least % fraction of the last k leader blocks of the proposer

blockchain are honest.

Proof. Let | denote the highest level of the proposer blockchain by round r. Evidently [ > k. Let [* be
the highest level before [ — k£ + 1 on which the first proposer block is honest. [* may be as high as [ — k
and as low as 0, which corresponds to the genesis block. Let r* be the round when the first block on
level [* is mined. If this block is the genesis block, then r* = 0. If r* > 0, since blocks on level [* are
more than k blocks away from the last level by round r, we have r* < s according to Lemma In any
cases, we have [s,r] C [r* + 1,r]. An illustration of the said proposer blocks and blockchain is given in
Figure [0]

Since the first proposer block on every level within {{*+1,...,l —k} is adversarial, from level [* + 1
to level [, there must be at least one adversarial block on every level except (possibly) on the levels
between | — k + 1 and [ where the leading block is honest. Let x be the number of honest leader blocks

on levels {{ — k +1,...,l}. Then during rounds {r* 4+ 1,...,r — 1}, the total number of adversarial
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proposer blocks is no fewer than [ — [* — z, i.e.,
Zolr*+ L,r] > 11" — . (147)

Under Go[s,r|, Eo[r* + 1,r] occurs. Thus,

x> 1=0"=Zy[r* 4+ 1,7] (148)
>l—l*—(1—§)Xo[r*+1,r] (149)
> -1 (150)

§
> 5’% (151)

where (I49) is due to (I02)), (I50) is due to Lemma [27] and (I531)) is due to [ — I* > k. To sum up, we

have z > %kz and the proof is complete. O

Definition 38. A transaction tx is honest if it has been broadcast, and no other transaction spending

from the same unspent output has been broadcast.
Note that the notion of honesty is applicable only to transactions which have been broadcast.

Definition 39. A transaction is said to be e-permanent after round r if, with probability at least 1 — ¢,

it remains on the final ledger of every honest miner after round r.

Lemma 40. Suppose right before round r, the leader block on level | is honest. Suppose this leader block
is mined during round R. If an honest transaction enters a block and the block is broadcast by round

R, then every honest miner’s final ledger generated by LedSeq;(r) will include this honest transaction.

Proof. Suppose the honest transaction tx enters block B which is broadcast by round R. Note that B
may be honest or adversarial, a voter block or a leader block, and it can be on the main blockchain or
an orphan block. Denote the honest leader block on level [ as B;.

By saying block B is reachable from block A, we mean A can points to B by a sequence of reference
links. According to the Prism protocol, all blocks which are reachable from an honest leader block will
be included in the final ledger. By round R, one of the following three cases must be true:

1) B is not reachable by any blocks. According to the Prism protocol, B; will reference B, so B will
be included in the final ledger.

2) B is reachable from an honest leader block whose level is smaller than [, then B must already be

included in the final ledger.
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3) B is reachable from some block(s), but none of these block(s) is an honest leader block whose
level is smaller than [. Note that the number of proposer blocks by round R is finite, and that reference
links cannot form a circle. Thus, among all the proposer blocks which can reach B, there must be at
least one proposer block which is not referenced by any other block by round R. Denote such a block
as B,. Then according to the Prism protocol, B; will reference B,. As a sequence, B will be included
in the final ledger.

Once B is included in the ledger, the honest transaction ¢z will not be discarded. 0

Theorem 41. For every € > 0 and every integer
25 24mmn 2
= €2¢2, 08
(1—3)%n €

every transaction that is on an honest blockchain r rounds after its block is broadcast is e-permanent.

) (152)
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Proof. Let
_fa_¢
= |(1- 6)qr (153)
£
k= 1|2/ 154
B (154)
l
- | = 1
w 2. (155)
k
=|—]. 156
u 2 (156)
Let R be the round during which the block including the honest transaction is broadcast. Define
G=Go[R+r—u,R+r]NGo[R+7r—w,R+r|NGo[R, R+ r]. (157)

Note that 1) According to Theorem 29| and (153)), under Gy[R, R + 7], the proposer blockchain grows
by at least ¢ leader blocks during rounds {R,...,R + r}. 2) According to Theorem under event
Go[R+r —w, R+7], by round R+ r the last ¢ leader blocks includes at least % fraction of honest ones.
Since k < %B, at least k£ out of the last ¢ leader blocks are honest. 3) According to Lemma under
event Go[R + r — u, R+ r|, the deepest one of these k honest leader blocks is mined at least 2% rounds

before round R + r. 4) We have

LA %J (158)
2q 2q |2
RS §
> |s1-2 1
> 5 |50 Sar (159
1| € 3 25 24mn 2
> |sa-¢S 1 160
= _2( 6)61(1 — %)25217 08 — (160)
1 2 24mn 2
> |20 2 (161)
20 |20 e«
1 2 24mn 2
> = ( 5% log 22— 1) (162)
2q \2(1 - §)én €
-2
> 1 ( 105 log 241 ) (163)
29 \ (1 -%)én €
) 12mn 2

log ————, (164)
(1- %)y 3

where (I58) is due to (I54), (159) is due to (I53), and (163) is obvious due to & € (0, 1]. According to
Theorem [36 and (164), the deepest honest leader block is §-permanent after round R + r under event

G. Next, we will lower bound probability of G.
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Note that
k
u< — (165)
2q
< (166)
4q
l
<—-1 167)
2q
<w, (168)
where (T66) is due to (T54), (I67) is due to ¢ < &, and (T68) is due to (153). Also,
14
w< — (169)
2q
<r, (170)

where (T69) is due to (I33) and (T70) is due to (I53). We have u < w < s. According to definition,
Go[R+r—u,R+71] C Go[R+r —w,R+r] C Go[R, R+ r]. Then,

P(G) =P (Go[R+7r —u,R+7]) (171)
>1—bp2e M (172)
>1— 5y~ 2e D (173)

——5 _log 724"':772 +n

>1—5np 2% (-8 (174)
>1—b5np2%e” log 10— (175)
>1 — By 2 log (176)
—1- < (177)

2

where (T72) is due to Lemma [26] (T73) is due to (136), (T74) is due to (164), (I73) is due to 0 < £ < 1,

and (I76) is due to m > 1. According to the union rule, the deepest honest leader block is e-permanent
after round R+ r. According to Lemma (40} the honest transaction will become a e-permanent transaction

after round R + r. O

V. BOUNDED-DELAY MODEL
A. The bitcoin protocol in bounded-delay model

In this section we generalize the results to the bounded-delay model, in which there is an upper bound

T on the delay for message delivery. That is to say, if a block is broadcast to the network during round
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r, by round r 4+ 7', all other miners would have received the block. In the special case of T' = 1, this
model degenerates to the synchronous model described in Section

Let H[r], X[r], Y[r] and Z[r] be defined in the same way as that in synchronized model. In particular,
H|r] stands for the number of honest blocks mined during round r for » = 1,2,.... A round is said to
be a T-left-isolated successful round if a single honest block is mined during this round and no other
honest block is mined in the previous 7' — 1 rounds. Accordingly, we define the following indicators for

r=T,T+1,T+2,...
1, ifH[rj=1and Hr—1)=Hr—2]=...=Hr-T+1]=0,
X'lr] = (178)

0, otherwise.

Proposition 42. For every r=T,T + 1, ...,

E[X'[r]] > q(1 — )" (179)
>q(1 —Tq). (180)
Proof. (I79) is due to and Proposition [5] and (I80) is due to Bernoulli’s inequality (LTJ). O

A round is said to be a T-doubly-isolated successful round if a single honest block is mined during
this round and no other honest block is mined within 7'— 1 rounds before or after the round. Accordingly,

we define the following indicators for r =T7,T + 1,T + 2, .. .:

1, if Hr|]=1,H[r—1=Hr—-2]=...=H[r-T+1] =0,
Y'[r] = and Hir +1) = H[r+2]=...= Hr + T —1] =0, (181)
0, otherwise.

Proposition 43. For every r =T,T +1,. ..
E[Y'[r]] > q(1 —¢)*"} (182)
> q(1— (2T —1)q). (183)

Proof. Note that H|[r] = 1 indicates Y[r] = 1, H[r] = 0 indicates X [r] = 0. Then, (I82) is due to (13)
and Proposition [5] and (I83) is due to Bernoulli’s inequality (LI)). O

From this point onward, it is assumed that the mining difficulty is adjusted to be sufficiently low such

that the probability that one or more honest blocks are mined in a slot satisfies

§

< 5 184
1= 507 (184)



Proposition 44. For every r=T,T +1,...,

E[Z[r]] < E[X'[r]].

Proof.
E[Z[r]] = pt
= —p(n—1)
=1 =&p(n—1)
<-97
<q(1-Tq)
< E[X'[r]],
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(185)

(186)
(187)
(188)
(189)
(190)

(191)

where (I88) is due to (5), (189) is due to Proposition ] (190) is due to (184), and (191) is due to

Proposition 2]

For T < s < r, we define z(-) on R"~*tT~1 by

r—1
2(hs-rits- - heo1) = 3 A{hi=1,hi1 = ... =hi_p41 =0}
1=s
Likewise, we define y(-) on R" 212 py
r—1
Y(hs—ry1,- - hoyr—2) = Z]l{hi =Lhiri1i=...=hi-1=hi1=...=hizr—1 =0}
=5

Although h; is allowed to take arbitrary real values, the indicator function yields binary value.

For all integers s and r satisfying 7' < s < r, we define
X'ls,rl=wx(H[s—T+1],...,H[r—1])
r—1
=2 _X'li
=5
and
Y'[s,r]=y(H[s =T +1],...,H[r+T —2])
r—1
=> Y'[i].
=5
Definition 45. For all integers T < s < r, define event

F[s,r] := Fy[s,r] N Fy[s,r] N F3[s,r] N Fyls, 7]

O]

(192)

(193)

(194)

(195)

(196)

197)

(198)
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where
Fifs,r] = {(1 — S EXs, ) < X’[s,r]} , (199)
Fyfs,r] = {X[s,r] <+ 250)15[)([3,71]} , (200)
Fs[s,r] := {(1 — ;;O)E[Y,[S,TH < Y’[S,T]} , (201)
Fufs,r] = {Z[s,r] < E[Z[s,r]) + SE[X']s r]]} . (202)

Definition 46. Let [ be a function on R". Let x,x’ € R". A function f(x1,22,...,2y,) is k-Lipschitz if

|f(z) — f(2")| < k whenever x and x' differ in at most one coordinate.

Theorem 47. (McDiarmids inequality, [26, page 40]) If f on R™ is k-Lipschitz and X1,..., X, are
independent random variables, then for every t > 0,

2¢2

P(f(X17X2> s 7Xn) > E(f(X17X27 s 7Xn)) +t) < e nk?, (203)

2¢2

P(f(X17X27 s 7XTL) < E(f<X17X27 s 7Xn)) - t) < e nk?. (204)

Lemma 48. For T' < s < r, x(-) is 1-Lipschitz and y(-) is 2-Lipschitz.

Proof. Define x; = ]l{hi =1hi1 =... = hi_py1 = O}, then x(hS_T+1,...,hT_1) = E::_sl €X;.
Suppose hs_7+1,-..,hg, ..., hy—1 changes to hs_741,... ,h;, ...,hy—1. Let £ be equal to the smaller

one of k+7 —1 and r — 1. Only g, xx+1, ..., x¢ may be affected by this change. By definition, at most
one of xy1,...,2T¢ can be non-zero. Then there are two cases before the change: 1) All of xpy1,...,2¢
are equal to 0. In this case, the change of h; can change (increase or decrease) the value of xj by at
most 1, but has no impact on xg1,...,2,. 2) There exists a j between k+ 1 and £. In this case, h; must
be zero according to the definition of x;. Thus, k), # 0, x; changes from 1 to 0. Meanwhile, x; may

change from 0O to 1 or remain zero, so xj + x; is not going to differ by more than 1 from of its original

value. In either case, x(hs_741,-..,h,—1) can change by no more than 1, so x(-) is 1-Lipschitz.
Define Y, = ]l{hZ = 1, hi—T-‘,—l =...= hi—l = hi—l—l =...= hi—l—T—l = 0}, then y(hS_T+1, v 7h7“+T—2) =
Z:;Sl yi. Suppose hg_741,...,hk, ..., hyr7_o changes to hs_71,.. .,h;c, .o hpyr_o. Let m be the

larger one of Kk — 7'+ 1 and s — 7T + 1, let n be the smaller one of k +7 — 1 and r + 7 — 2. Only

Ymy - -« s Yk—1 Yks Yk+1, - - - , Yo are possibly affected by this change. By definition, at most two elements
of Ym, ..., yn can be non-zero, and they must be on different sides of y;. Then there are two cases: 1)
There are no more than one none-zero elements in y,y,, ..., Y, in this case changing hj; can not change

the value of g by more than 2. 2) There exists an p and ¢ satisfying m < p<k—1, k+1 < g < n such



34

that y, = 1 and y, = 1. In this case, we must have h; = 0 and h) # 0 according to the definition of
Yp, Yq- Thus y,, and y, change from 1 to 0. Meanwhile, y;, may change from 0 to 1 or remain unchanged,
and y, + yr + Yy, can change by 1 or 2, but not more than 2 from of its original value. So y(-) is

2-Lipschitz. 0

We define

2
/ 5 2 4T -2
= 1-— ) 2
= J000724 (1-1q) (205)

Lemma 49. For all integers T' < s <,
P(Fls,r]) > 1 —4e 7 0=9), (206)
where 1/ is given in (203).

Proof. Because X'[r] and X'[s] are dependent, standard Chernoff bound does not apply. Similarly for
Y’[r] and Y'[s]. However, due to Lemma (48, we have

P(FSls,1]) = P (X’[s, 1] <EX[s,7]] - ;()E[X’[s,r]]) o7
< ¢ mne e B sl (208)
< e—%qz(l—q)”(r—erT—l) (209)
< e 310 (r—s) (210)

where (208) is due to Theorem @7} ([209) is due to Proposition #2] and (ZI0) is due to 7" > 1.

Similarly,
P(F5ls,r]) =P <Y’[s,r] <E[Y'[s,7] — QSOIE[Y/[S,T]D (211)
< ¢ T B[] 212)
< ef%qQ(lfq)4T_2(rfs+2T72) (213)
< e (1-) T2 (rs) (214)

where (212) is due to Theorem @7), 213) is due to (182), and (214) is due to 7' > 1.

By Proposition [§]

P(FS[s,v]) = P (X[s,r] > (14 %)E[X[s, rn> (215)

o a) (216)
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According to (I91), E[Z[s,r]] < E[X[s,r]]. Note that the moment generating function for binomial
random variable Z[r] ~ Binomial(t,p) is (1 — p + pe*)! [25]. Pick arbitrary u > 0. We have

P(Ff[s,r]) =P (Z[s,r] > E[Z[s,r]] + 2§TE[X'[3 r]]) 217)
3 § /
< > = >
<P (Z[s,r] > E[Z[s,r]] + 4OTE[Z[ r]] + 4OTE[X [s,7]] (218)
E[ Z|s, r]u]

S 0T Rl et 2 EX e (219)
_ (1—p+ pe")tr—
o e(1+ﬁ)(rfs)tpquﬁq(lfq)Tu(rfs) (220)
< e(eu_l—u(l—&—wT))tp(r s)—w—Tuq(l Q)" (r—s)’ (221)

where (219) is by the Chernoff inequality and (221)) is due to 1 + & < e” for every z > 0 (here
x = p(e* —1)). Let u = log(1 + 40T) Then

P(Féf[s7 T]) S 6(W7(1+ 40T) 10g(1+ 40T))tp(7’ s)im 10g(1+ 40T) (17(1)7"(7-73) (222)
< e 40T 10g(1+40T) (1=q)"(r—s) (223)
< e mmorzd(1-0)7(r=s) (224)

where (223) is due to (1 + x)log(1l + z) > x for all z > 0 and (224) is due to log(1 + 40%) > ﬁ for
all £ € (0,1] and T > 1.
Since 7’ defined in (203)) dominates the corresponding exponential coefficients in 210), 214), (216),

and (224), we have

P(F[s,r]) =1 — P(F°[s,r]) (225)
> 1— P(Fy[s,r]) = P(F3ls,r]) — P(Fs[s,r]) = P(Ff[s,r]) (226)
>1— 479, (227)
O
Lemma 50. For all integers T < s <1 — 2 , the following inequalities hold under event F|[s,r]:
(1-— %)qu — )T (r—s) < X'[s,r] (228)
X[s,r] < (1+ 25—0)(1(7“ —s) (229)

2)q(r —s) < Y'[s, 7] (230)



Z[s,r] < (1— %)q(r —s)

Zls,r+T] < (1 - g)X/[s,r]

Zls—=T,r+T] <Y'[s,r].

Proof. Under F'[s,r], (228) follows directly from (199). (229) follows directly from (200).

To prove (230), we write
§

Y/[s,r] > (1 — %)E[Y'[s,r]]
> (1 )1 - (T = D)t~ 5)
€,
> (1= 21— £t —5)
> (1= Salr - 9)
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(231)

(232)

(233)

(234)
(235)
(236)

(237)

where (234)) is due to (201)), (233) is due to Proposition A3} (236) is due to (I84), and (237) is due to

€€[0,1) and T > 1.

To prove @31),
Zls 1] < ElZ[5,]] + oEIXfs 7]
= pi(r — )+ oa(1 — )" (r )
= L= plr —5) + a1~ (7 )
<97 =)+ goalt - )T~ 9
<=L lr—5)+ alr =9

(238)
(239)
(240)
(241)

(242)

(243)

where (238) is due to (202), (241) is due to Proposition @] (242) is due to (I84), and (243) is due to

£ € (0,1].
By assumption (184),
< &
— 20q
< i(7“ —3)

40

(244)

(245)
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where (243) is by the assumption of this lemma. Thus,
§

r—s+7T < (1—|—%)(7‘—3), (246)
To prove (232)), we begin with with r replaced by r + T
Zlor 4T < (1= lr =54 1)+ oa(l — )T (= 5 +) (247)
1-¢ ¢ ¢ .
< ((1_q)T+1+20> I+ 5la —a) (r—s) (248)
1-¢ ¢ 3 .
< <1_(T+1)q+20> (1435040 =) (r =) (249)
1-¢ 13 & X'[s,7]
<<1_(T+1)q+20>(1+40)12§0 (250)
1-¢ ¢ ., 1 ,
<( 1£0+20) (1+E)172§70X[s,7“] (251)
<(1- g)X'[SaT] (252)

where (248) is due to (246), (249) is due to (II), (250) is due to 228), (251) is due to ¢ < ﬁ,
(252) is due to £ € [0,1).

To prove (233),
Zls—T,r+1T] <(1—%)q(r—s+2T) (253)
2
<-4 Syt —5) (54)
<(1- g)q(r — ) (255)
<Y'[s,r], (256)

where (253) is due to 231), (254) is due to (246), (253) is due to £ € [0, 1), and (236)) is due to (230). [

Definition 51. For all integers T < s <r — %, define typical event
J[S, T‘] = mOSaSs—T,bZOF[S —a,r+ b] 257)

J[s,r] occurs when events F'[s — a,r + b] simultaneously occurs for all a, b, i.e., the “F” event occurs
over all intervals containing [s,r]. Like event G, the event F' represents a collection of outcomes that
constrain the number of blocks mined in all intervals that contain [s, r], including arbitrarily large intervals
that end in the arbitrarily far future. Intuitively, we define J[s, ] to allow the “good” properties in Lemma

to extend to all intervals containing [s, 7] under the event.
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Lemma 52. For all integers T < s <r — %,

P(J[s,r]) > 1 — 57279, (258)

Proof. Due to the stationarity of processes X,Y, Z, X', and Y', P(F[s,r|) = P(F[T,T +r — s]) for all

s, r. Evidently the probability depends on r and s only through the interval length r — s:

.P(JCB,TDr:_P(UOSQSS,Tﬁzofﬂﬁs——a,T—FbD (259)
= P(UOSaSS—T,bEOFC[Tu r—s+a+b+ T]) (260)
< > PFUTr—s+a+b+T) (261)
0<a<s—-T,b>0
=> > P(F[T,r — s+ k +1T)) (262)
k=00<a<s—T,b>0,a+b=Fk
<Zk+1 (FC[T,r — s+ k+T)) (263)
[e.e]
<) (k4 1)4e Mo HR) (264)
k=0
=4e7 TN (k4 1) Th (265)
k=0
4 /
— —n'(r—s)
= = . (266)
(267)
According to (T84) and 203), ' < 555- Thus, (238) is established using the fact that 1 — e™* > %w
for all & € [0, 1555)- O

Lemma 53. Suppose some blockchain’s kth block B is mined by an honest miner during round v > T
in a T-doubly-isolated successful round. Then, after round r + T, the kth block of every blockchain is

either B or an adversarial block.

Proof. Suppose, contrary to the claim, the kth block of another blockchain is an honest block B’ # B.
Let r (respectively, 7) denote the round number that earlier (respectively, later) of B and B’ is mined.
Then we have 7 > r 4+ T by assumption that B is mined in a uniquely successful round. Because the
propagation delay is bounded by 7', then by round 7 all miners have seen a block of height k, so no
other honest block of height & will be mined. This contradicts the assumption that B and B’ are both at
position k. Hence the proof of Lemma O
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Lemma 54. (Lemma 29 in [3]) Let T' < s < r—"T be integers. Suppose an honest blockchain is of length

I by round s. Then by round r, the length of every honest blockchain is at least | + X'[s,r — T + 1].

Proof. By induction on r: Consider r = s + 7. If X'[s] = 0, then X'[s, s 4+ 1] = 0. Since propagation
delays are upper bounded by 7' rounds, all miners have seen a block of height [ by round s + T, so all
honest blockchains’ height is at least [. If X'[s] = 1, X'[s, s+ 1] = 1. By round s+ 1, at least one honest
miner would have broadcast a block of height [ + 1. Then by round r + 7', each honest miner will adopt
a blockchain of at least [ + 1 =1 + X[s,r — T+ 1] blocks.

We next assume the claim holds for r = s+1,s+T1T+1,...,s+ T +u and show that it also holds for
s+ T +u+ 1. There are two cases. 1) X'[s+u+ 1] = 0, the claim holds trivially. 2) X'[s+u+1] = 1,
then by definition of X', X'[s + u| = ... = X'[s + u — T + 2] = 0. By induction, by round s + v + 1,
any honest miner’s blockchain length is at least I’ = I+ X'[s,s+u—T+2] =+ X'[s, s+ u+1]. Since
X'[s+u+ 1] =1, by round s + u + 2 at least one honest miner would have broadcast a blockchain of
length I’ + 1 = X'[s, s + u+ 2] + 1. Then each honest miner will adopt a blockchain of length at least
I+ X[s+u+2] by round s +u+ T + 1.

By induction on 7, Lemma [54] holds. O

Lemma 55. For all integers T < s <r — % and k > 2q(r — s), under typical event J[s,r|, every honest

miner’s k-deep block by round r must be mined before round s.

Proof. The blockchain growth of an honest miner during rounds {s,...,r — 1} is upper bounded by

X[s—=T,r|+ Z[s —T,r]. Under J[s,r|, F[s —T,r] also occurs. Note that

Xfs = Tor] + Zls ~ Tor] < (14 So)alr — s+ T) +- (1= gl — 5 +7) (268)
<@2- g)q(r s+ T) (269)
< 2(r — s) (270)
<k, @71

where (268)) is due to (229) and (231)), (270) is due to (184) and r — s > %. Then, the k-deep block must

be adopted before round s, thus mined before round s. O

Theorem 56. (Blockchain growth property for bounded-delay model) Let 1, s, s be integers satisfying
T<s1;<s<r-— %. Then under typical event J[s,r — T, the length of every honest blockchain must

increase by at least (1 — 1%)(1 —q)Tq(r — s1) during rounds {sy,...,r}.



40

Proof. Note that % > % > T by (184). Since [s,7 —T] C [s1,7 — T + 1], we have
§

X'[s1,r—=T+1] > (1— 2—0)q(1—q)T(r—51—T—|—1) (272)
= (1= 2900 - "1~ D) - s1) @73)
r S1
> (1= )0 = a1 = @)~ s1) @74)
r 51
> (1~ 2%)<1 - fb)q(l —9)"(r=s1) (275)
> (1= a1 = 0) (r = s1), @76)

where is due to (228), is due to r —s1 > % and (I84) ¢ < 20%, is due to £ € [0,1). By
Lemma the length of every honest blockchain must increase by at least (1 — 1%)(1 —q)Tq(r — s1)

during rounds {sq,...,7}. O

Theorem 57. (Blockchain quality theorem for bounded-delay model) Let r, s,k be integers satisfying
T<s<r-— % and k > 2q(r — s). Suppose an honest miner’s blockchain j has more than k blocks by
round r. By round r, at least g fraction of the last k blocks of this miner’s blockchain are honest under

event J[s,r —T].

Proof. Assume an honest miner adopts blockchain C' = By B . .. Biey,(cy—1 by round 7, where By is the
genesis block and len(C) > k. Let u = len(C) — k. Then the last k blocks of C' are By ... Bien(c)—1-
Let B, be the last honest block before B,. That is to say, ' = max{u'|v/ < u — 1, B, is honest}
(u' is always well defined as By is regarded as honest). Let r* be the round when B, is mined. By
Lemma [55| and the fact that J[s,r — T| C J|[s, ]|, we have r* < s. Let L = len(C) — u/ — 1. Note that
L>len(C)—u>k.

Let x be the number of honest blocks in By, . .. Bjey(c)—1. To prove the theorem, it suffices to show = >
gk. Since all blocks in By/41 ... By—1 are adversarial, the number of honest blocks in By/t1 ... Bien (o)
is also z. Thus, the number of adversarial blocks in By/y1 ... Bieycy—1 is L — x. Under J[s,r =T,

which implies F[r* + 1,7 — T also occurs, we have

L—x<Zr+1,7] (277)
<(1- g)X’[r*—i—l,r—T] (278)
<a-%u 279)

k, (280)
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where (278) is due to (232), (279) is due to Lemma (280) is due to L > k. From (280), = > %k‘ is
derived. O

Theorem 58. (Common prefix property for bounded-delay model) Let r, s, k be integers satisfying T <
s<r— % and k > 2q(r — s). If by round r an honest blockchain has a k-deep prefix, then the prefix is

permanent after round r under J[s + T,r —T).

Proof. By assumption,

2
r—s>= 281)
q
L (282)
3
> 2T + 1. (283)

Hence J[s +T,r — T is well defined.

We prove the desired result by contradiction. Suppose blockchain C is adopted by an honest miner
P by round 7. Suppose, contrary to claimed, an honest miner Ps first deviates from the prefix C’l[lg from
some round number 7o > r. Specifically, P, adopts C by round 7o — 1 which satisfies C{k =< Cf and
then adopts C by round ro which satisfies Cl[k ﬁ Cs.

Assume the last honest block on the common prefix of Cy and CY is mined during round *. If r* > 0,

this common block of Co and C must be more than k deep in Cy by round r. According to Lemma

we have r* < s, so that
[s+T,r—T]C[r*+T+1,7r—T] (284)

On the other hand, if »* = 0, the last common block is the genesis block. Since s > T, also holds.

Under J[s+T,r—T], Fl[r*+T+1,ry —T) also occurs, so that Y'[r*+T + 1,79 —T] > 0 according
to (230). Hence, there must be at least one T-doubly-isolated successful round v € {r*+T+1,...,r9—
T — 1}. Suppose honest miner P mines B,, during round u with height [,,. According to Lemma the
l,th block of every blockchain by round r3 is either B, or adversarial block.

If the [,th block of C5 and Cé are different, then at least one of them must be adversarial according
to Lemma On the other hand, if the [,th block of Cy and C! are identical, the block must be
in their common prefix, which must be adversarial by the definition of 7*. Thus, for each T-doubly-
isolated successful round wu, there is at least one adversarial block at height /,,. Since these adversarial
blocks are mined after the last common honest block of C% and Cj, they are mined after round r*.

Since C) and Cj are adopted by round ro, their blocks must be mined before round ro. Thus, the
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adversarial blocks that match the 7-doubly-isolated successful rounds are mined within [r* + 1,79].
Thus, Z[r* 4+ 1,79] > Y'[r* + T + 1,79 — T|. However, since [s + T,r —T| € [r* + T + 1,19 — T,
Flr* + T+ 1,r9 — T] occurs under J[s + T,r — T, so that Z[r* + 1,ro] < Y'[r* + T + 1,79 — T

according to (233). Contradiction arises, hence the proof of the theorem. 0

B. Prism under bounded-delay model

Recall Hj[r] denotes the total number of honest blocks mined during round r for blockchain j.

Following the definitions in Section for j=0,1,...,mand r =T,T +1,..., we define

1, ifHjlrj=1and Hj[s|=0fors=r—-T+1,...,r =1, r+1,....r+T -1

Yilr] =

0, otherwise
(285)

and
1, ifHjrj=1and Hj[s]=0fors=r—-T+1,...,r—1
Xilr] = (286)

0, otherwise.

Basically Y;[r] indicates whether r is a T-doubly-isolated successful round for blockchain j, whereas

X j’ [r] indicates whether r is a T-left-isolated uniquely successful round for blockchain j.

Definition 59. For all integers T < s <r — % and 0 < j < m, define event
Fj[s,r] :== Fy j[s,r] N Fy j[s,r] N F3 (s, 7] N Fy j[s, 7] (287)
where

Fyjls,r] = 1—— X'[sr]]<X’sr} (288)

F3j[s,r] : (1-= s,r]] <Y![s,r] ¢, (290)

Zi[s,7] < ElZi[s,r]) + S-E[X![s. n}. @91)

20

{
Fo [, ] = {X] 14 SR s ] b (289)
{0-3
Fyjls,r] = {

Note that for 0 < j < m and r > T, X;[r],Y;[r], X}[r],Y/[r] and Z;[r] are identically distributed
as X[r],Y[r],X'[r],Y’[r] and Z[r] in bitcoin protocol. Also, Fj[s,r| is defined in the same manner as
F[s,r]. Thus the proposer blockchain and all voter blockchains satisfy similar properties as those of the

bitcoin blockchains.
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Definition 60. For all integers T < s <71 — % and 0 < j < m, define blockchain j’s typical event with

respect to [s,r] as
Jils,r] := No<a<s—Tp>0Fj[s —a,r +b]. (292)
Lemma 61. For all integers T < s <r — % and 0 < j <m,
P(J;[s,7]) > 1 — 55/~ 2e7 (=) (293)
where 1 is defined in ([205).
Proof. For j =0,1,...,m, the lemma admits essentially the same proof at that for Lemma [52] ]

Lemma 62. Let T < s <r—T and 0 < j < m be integers. Suppose an honest blockchain is of length |

by round s. Then by round r, the length of every honest voter blockchain is at least | + X J’ [s,r —T +1].
Proof. For j =0,1,...,m, the lemma admits essentially the same proof at that for Lemma O

Lemma 63. For all integers T < s <r — %, k> 2q(r —s) and 0 < j < 'm, under typical event J;[s,r],

every honest miner’s k-deep block of blockchain j by round r must be mined before round s.
Proof. For j =0,1,...,m, the lemma admits essentially the same proof at that for Lemma [55] O

Theorem 64. Let r,s,s1,] be integers satisfying T < s1 < s < r — % and 0 < 5 < m. Then under
typical event Jj[s,r — T, the length of every honest miner’s blockchain j must increase by at least

(1-— 1%)(1 —q)T'q(r — s1) during rounds {si,...,r}.
Proof. For j =0,1,...,m, the theorem admits essentially the same proof at that for Theorem [56] [

Theorem 65. Let 7, s, k, j be integers satisfying T < s <r — %, k> 2q(r—s)and 1 < j < m. Suppose
an honest miner’s blockchain j has more than k blocks by round r. Under event J;[s,r — T, by round

r, at least g fraction of the last k blocks of this miner’s blockchain j are honest.
Proof. For j =1,...,m, the theorem admits essentially the same proof at that for Theorem [

Theorem 66. Let r, s, k,j be integers satisfying T < s < r — %, k> 2q(r—s)and 1 < j <m.If by
round r an honest miner’s blockchain j has a k-deep prefix, then the prefix is permanent after round r

under Jj[s +T,r —T).

Proof. For j =1,...,m, the theorem admits essentially the same proof at that for Theorem [58] O
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Define
S = 5m(n) "2 2 TETH (294)
Recall that R; denotes the round in which the first proposer block on level [ is mined (Definition [32)).

Lemma 67. Consider a given level l. Let k be a positive integer satisfying k > 5. If by some round

k

r > max {2—q, R + T}, every voter blockchain contains at least one honest block mined after round R;

which is at least k-deep, then LedSeq,(r) is dx-permanent after round r.

Proof. Let
k
s=r— {J , (295)
2q
which must be a positive integer because 2qr > k. Define
J = ﬂj:1,27,_7m<]j [S +T,r— T]. (296)
For j =1,...,m, let B; denote an honest block on an honest voter blockchain j which is mined after
round R; and is at least k-deep by round r. Since r — s = {%J > %, according to Theorem B;
and its ancestors are permanent after round r under J;[s + T, —T'] . Hence, Bi, ..., By, and all their

ancestors must be permanent after round r under J. Thus, all voter blockchains’ voting are permanent.
Since Bj, ..., By, are honest, they would have voted for all levels up to level [ of the proposer blockchain

by the voting rule. Hence, the leader block sequence up to level [ is permanent after round r under J.

Note that
P(J)=1- P(Ujo1,..mJ[s + T,r — 1)) (297)
>1-> P(J§[s+T,r—T] (298)
j=1
=1—mP(J{[s+T,r—1T)) (299)
> 1 — 5mny/ "2 (r—s=2T) (300)

where ([298) is due to the union bound, (299) is due to symmetry of all voter blockchains, (300) is due
to Lemma By (295)), we have 2¢q(r — s+ 1) > k, so that (300) becomes

P(G) > 1 — 5~ 2e~ " 2+ 2T+ 301)
=1-— 0. (302)

Thus, the leader block sequence up to level [ is dg-permanent after round 7. O
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Lemma 68. If positive integers R, v, and k satisfy k > 5 and
2(k+1)
T (1= {Ea1—g)T
then by round R + v, with probability of at least 1 — &y, all honest voter blockchains have an honest

1, (303)

block mined after R which is at least k deep.

Proof. Let
2k
==, 304
{J (04
Let
k
=|—1. 305
o szJ 509
Then
0> 2k (306)
3
> 2 VJ (307)
"3
= 2¢s1. (308)

Obviously r > %. According to the Theorem under event J;[R, R+r—T], an honest voter blockchain
j’s growth during {R, R+ 1,...,R+r — 1} is at least

(1= 21— q)7r >

2(k + 1)
3
>/, (310)

(309)

where (309) is due to (303) and (310) is due to (304).

Note that s1 = Lq—ng > %. According to Theorem and (308), under event J;[R+r —s1, R+r—T],
at least % fraction of the last £ blocks of this voter blockchain j are honest. Because %E > k, the earliest
of these honest blocks must be at least k£ deep.

By and (303), it is easy to see that s; < r. Hence J;[R+r—s1,R+r—T] C J;[R, R+r—T].

We define

mdj[R+7r—si,R+r—T]. (311)
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Under event J, by round R + r, every honest voter blockchain has an honest block mined after round R

which is at least k£ deep. The probability of the typical event can be lower bounded:

P(J)=P(Nj=12,. . mJj[R+r—s,R+r—T]) (312)
=1-P(Ujzr2,. mJj[R+r—s,R+r—T]) (313)
>1—mP(J{[R+r—s,R+r—T)) (314)
>1—5mny2e =1 (315)

where (314) is due to the union bound and symmetry of all voter blockchains and (313)) is due to Lemma
[61] Moreover,

s1—T=|—|-T (316)
' ngJ
k
> ——1-2T. (317)
2q
Therefore,
P(J)>1— 0. (318)

In summary, by round R + r, with probability at least 1 — §, all honest voter blockchains have an

honest block mined after round R which is at least £ deep. O

Theorem 69. Fix ¢ € (0,1). Let R; be the round during which the first proposer block on level [ is

mined. For every integer

5 10man’ 2
rz € 7\l ——
(1—35)n(1—q) €

the leader sequence up to level | is e—permanent after round Ry + r.

+ /(2T + 1)) , (319)

Proof. Let
/—2
k= P/ log % 22T + 1)4 , (320)
and
2(k + 1)
- 1. (321)
{(1 — {5)6a(1 = )T W

Let 0y be as defined as in (294).
According to Lemma [68] and (321]), by round R;+ s, all honest voter blockchains have an honest block

which is mined after R; and is at least k& deep with probability at least 1 — . Under this event, according
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to Lemma |67| (evidently, R; 4+ s > 2% and s > %), the leader sequence up to level ! is dx-permanent after

round R; + s. Therefore, the leader sequence up to level [ is 20;-permanent after round R; + s. Note that

5k — 5mn/—26—77/§+77/(2T+1) (322)
< 5mn'~2e~ 108 Lama’ (323)
- % (324)

the leader sequence up to level [ is e-permanent after round R; + s.
From (320), it is easy to verify that k£ > 10. As a consequence, we have
2(k+1)

(325)
(1- 51— )T
2% +2+2(1— £)eq(1 — )7
_ +2+ (5 10)§Q( q) (326)
(1— )€1 — )"
5
2(k—1
< ?5( ) (327)
(1—35)8q(1 — )T
5 10mn'—2
< - - <log T T+ 1)> (328)
(1= 35)én(1—q) €
<r, (329)
where (325) is due to (320), (327) is due to k£ > 10, (328)) is due to (320), and (329) is by (319).
Since 7 > s, is e-permanent after round R; + r by Lemma [21] O

Theorem 70. (Blockchain quality theorem for proposer block for bounded-delay model) Let r, s,k be
integers satisfying T' < s < r — % and k > 2q(r — s). Suppose an honest proposer blockchain has more
than k leader blocks by round r. Under event Jy[s,r — T], by round r, at least % fraction of the last k

leader blocks of the proposer blockchain are honest.

Proof. Let | denote the highest level of the proposer blockchain by round r. Evidently [ > k. Let [* be
the highest level before [ — k + 1 on which the first proposer block is honest. [* may be as high as [ — k
and as low as 0, which corresponds to the genesis block. Let r* be the round when the first block on
level [* is mined. If this block is the genesis block, then r* = 0. If »* > 0, since blocks on level [* are
more than k blocks away from the last level by round r, we have r* < s according to Lemma In
any cases, we have [s,r] C [r* + 1,7].

Since the first proposer block on every level within {I* +1,...,l — k} is adversarial, from level [* + 1
to level [, there must be at least one adversarial block on every level except (possibly) on the levels

between [ — k + 1 and [ where the leading block is honest. Let = be the number of honest leader blocks
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on levels {{ — k + 1,...,l}. Then during rounds {r* + 1,...,r — 1}, the total number of adversarial

proposer blocks is no fewer than [ — [* — z, i.e.,
Zo[r*+1L,r] > 1=1" — . (330)

Under Jo[s,r — T, Eo[r* + 1,7 — T also occurs. Thus,

2> 11— Zo[r* +1,1] 331)
1 F (- X LT (332)
> g(z e (333)

§
=3 (334)

where (332) is due to (232)), (333) is due to Lemma [62] and (334) is due to [ — [* > k. To sum up, we
have x > %k and the proof is complete. O

Theorem 71. For every € > 0 and every integer

S 25 (1 20mn'—?2
Tz g
(1— )220 (1—¢)*T ¢

an honest transaction that enters into a block is e-permanent r rounds after the block is broadcast.

+ /(2T + 1)> , (335)

Proof. Let
=|(1- 1%)61(1 — Q)TT] (336)
b= | &y (337)
_2 -
L
= | = 338
w 21 (338)
k
u = _?q_ . (339)
Let R be the round during which the block including the honest transaction is broadcast. Define
J=JR+r—u,R+r-TINJR+r—w,R+r—-T|NJ[R,R+r—T]. (340)

Note that 1) According to Theorem [64] and (336)), under Gy[R, R + r — T, the proposer blockchain
grows by at least ¢ leader blocks during rounds {R,..., R + r}. 2) According to Theorem under
event Go[R +r —w, R+ r —T], by round R + r the last ¢ leader blocks includes at least % fraction of

honest ones. Since k < %6, at least k£ out of the last ¢ leader blocks are honest. 3) According to Lemma
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under event Go[R + r — u, R + r — T, the deepest one of these k honest leader blocks is mined at

least 2% rounds before round R + r. 4) We have

2dls
> 5 | S0 -]
>3 21— Ei AT 7 (1 22 e + 1)>J
> ;q ( T fn o <log 207”6"/_2 +0/ (2T + 1)) - 1)
> QL < T <log 2077?/_2 +n' (2T + 1)))

<log lomjld
(- *)ﬁn (1-gT 2

n' (2T + 1)) ,

(341)

(342)

(343)

(344)

(345)

(346)

where (341) is due to (337), (342)) is due to (336), and (343) is obvious due to £ € (0, 1]. According to

Theorem [69] and (346), the deepest honest leader block is §$-permanent after round R+ r under event .J.

Next, we will lower bound probability of J. Note that

<k
u72q
&l
4q
!
— -1
<2q

<

<w,

where (348) is due to (337), (349) is due to ¢ < &, and (350) is due to (338). Also,

<£
w < —
=5

IN

T,

(347)

(348)

(349)

(350)

(351)

(352)

where (351)) is due to (338) and (352) is due to (336). We have u < w < s. According to definition,
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GolR+r—u,R+r—-T)|CGo[R+r—w,R+1r—T] C Go[R, R+ r — T]. Then,

P(J) =P (Jo|[R+7 —u,R+r—T]) (353)
>1—5p/2e (354)
>1— 5y 2e (D (355)
>1 =y ~2elee 1 (356)
€
=1-3 357
2’ (357)

where (354) is due to Lemma is due to (339), is due to (346). According to the union

rule, the deepest honest leader block is e-permanent after round R + r. According to Lemma [40] the

honest transaction will become a e-permanent transaction after round R + r. O

VI. CONCLUSION

In this paper, we have analyzed the bitcoin backbone protocol and the Prism backbone protocol using
more general models than previously seen in the literature. In particular, we allow the blockchains to
have unlimited lifespan and allow the block propagation delays to be arbitrary but bounded. Under the
new setting, we rigorously establish a blockchain growth property, a blockchain quality property, and a
common prefix property for the bitcoin backbone protocol. Under this framework, we have also proved
a blockchain growth property and a blockchain quality property of the leader sequence in the Prism
protocol. We have also shown that the leader sequence is permanent with high probability after sufficient
amount of wait time. As a consequnce, every honest transaction will eventually enter the final ledger and
become permanent with probability higher than 1 — e after a confirmation time proportional to security
parameter log % This paper provide explicit bounds for the bitcoin and the Prism backbone protocols,
which furthers understanding of both protocols and provides practical guidance to public transaction

ledger protocol design.

REFERENCES

[1] S. Nakamoto er al., “Bitcoin: A peer-to-peer electronic cash system,” 2008.

[2] A.Narayanan, J. Bonneau, E. Felten, A. Miller, and S. Goldfeder, Bitcoin and cryptocurrency technologies: A comprehensive
introduction. Princeton University Press, 2016.

[3] J. Garay, A. Kiayias, and N. Leonardos, “The bitcoin backbone protocol: Analysis and applications,” in Annual International
Conference on the Theory and Applications of Cryptographic Techniques, pp. 281-310, Springer, 2015.

[4] A. Kiayias and G. Panagiotakos, “Speed-security tradeoffs in blockchain protocols.,” IACR Cryptology ePrint Archive,
vol. 2015, p. 1019, 2015.



(3]

(6]

(7]

(8]

(9]

(10]
(11]

[12]

[13]

(14]

(15]

[16]

[17]

(18]

(19]
(20]

(21]

(22]
(23]

[24]

[25]
(26]

51

A. Sapirshtein, Y. Sompolinsky, and A. Zohar, “Optimal selfish mining strategies in bitcoin,” in International Conference
on Financial Cryptography and Data Security, pp. 515-532, Springer, 2016.

J. Garay, A. Kiayias, and N. Leonardos, “The bitcoin backbone protocol with chains of variable difficulty,” in Annual
International Cryptology Conference, pp. 291-323, Springer, 2017.

L. Eyal, A. E. Gencer, E. G. Sirer, and R. Van Renesse, “Bitcoin-ng: A scalable blockchain protocol,” in 13th {USENIX}
Symposium on Networked Systems Design and Implementation ({NSDI} 16), pp. 45-59, 2016.

G. Wood et al., “Ethereum: A secure decentralised generalised transaction ledger,” Ethereum project yellow paper, vol. 151,
pp. 1-32, 2014.

V. Bagaria, S. Kannan, D. Tse, G. Fanti, and P. Viswanath, “Deconstructing the blockchain to approach physical limits,”
arXiv preprint arXiv:1810.08092, 2018.

V. Gramoli, “From blockchain consensus back to byzantine consensus,” Future Generation Computer Systems, 2017.

A. Miller and J. J. LaViola Jr, “Anonymous byzantine consensus from moderately-hard puzzles: A model for bitcoin,”
Available on line: http://nakamotoinstitute. org/research/anonymous-byzantine-consensus, 2014.

C. Decker, J. Seidel, and R. Wattenhofer, “Bitcoin meets strong consistency,” in Proceedings of the 17th International
Conference on Distributed Computing and Networking, p. 13, ACM, 2016.

L. Lamport, R. Shostak, and M. Pease, “The byzantine generals problem,” ACM Transactions on Programming Languages
and Systems (TOPLAS), vol. 4, no. 3, pp. 382401, 1982.

P. Feldman and S. Micali, “Optimal algorithms for byzantine agreement,” in Proceedings of the twentieth annual ACM
symposium on Theory of computing, pp. 148-161, ACM, 1988.

C. Decker and R. Wattenhofer, “Information propagation in the bitcoin network,” in [EEE P2P 2013 Proceedings, pp. 1-10,
IEEE, 2013.

Y. Sompolinsky and A. Zohar, “Secure high-rate transaction processing in bitcoin,” in International Conference on Financial
Cryptography and Data Security, pp. 507-527, Springer, 2015.

Y. Lewenberg, Y. Sompolinsky, and A. Zohar, “Inclusive block chain protocols,” in International Conference on Financial
Cryptography and Data Security, pp. 528-547, Springer, 2015.

Y. Sompolinsky, Y. Lewenberg, and A. Zohar, “Spectre: A fast and scalable cryptocurrency protocol.,” IJACR Cryptology
ePrint Archive, vol. 2016, p. 1159, 2016.

Y. Sompolinsky and A. Zohar, “Phantom,” JACR Cryptology ePrint Archive, Report 2018/104, 2018.

C. Natoli and V. Gramoli, “The balance attack against proof-of-work blockchains: The r3 testbed as an example,” arXiv
preprint arXiv:1612.09426, 2016.

C. Li, P. Li, W. Xu, E Long, and A. C.-c. Yao, “Scaling nakamoto consensus to thousands of transactions per second,”
arXiv preprint arXiv:1805.03870, 2018.

Z. Zheng, S. Xie, H.-N. Dai, and H. Wang, “Blockchain challenges and opportunities: A survey,” Work Pap.—2016, 2016.
R. Pass and E. Shi, “Fruitchains: A fair blockchain,” in Proceedings of the ACM Symposium on Principles of Distributed
Computing, pp. 315-324, ACM, 2017.

M. Mitzenmacher and E. Upfal, Probability and computing: Randomization and probabilistic techniques in algorithms and
data analysis. Cambridge university press, 2017.

M. N. Das, Statistical methods and concepts. New Age International, 1989.

R. Vershynin, High-dimensional probability: An introduction with applications in data science, vol. 47. Cambridge

University Press, 2018.



	I Introduction
	I-A The bitcoin backbone protocol
	I-B The Prism protocol
	I-C Our results

	II Model and definitions
	III The bitcoin backbone protocol
	IV The Prism backbone protocol
	V Bounded-delay model
	V-A The bitcoin protocol in bounded-delay model
	V-B Prism under bounded-delay model

	VI Conclusion
	References

